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Purple Asia Overview

Technology that inspires. Purposefully delivered by experts.

Your business needs are unique - so the solution you need to

achieve outcomes is, too. Our experts orchestrate technology
into a solution that’s purpose-built for your requirements. We
believe leadership starts by putting people and purpose at the
centre. Bring together your experts with ours and harness the
power of technology across the spectrum.

Our Approach
Discover Define Deliver Drive
Current State Design & Plan Agile Build Managed Services
Assessment

Your Transformation Journey
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Security Capabilities

Providing customers with expert and regional resources to

help them understand, manage and mitigate risk. This can
range from security strategy, design and deployment, policy
compliance to operational managed services, all tailored to
your required outcomes.

Our Security Capabilities
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Cyber Security Advisory Solution Services Managed Security Services
Assess and advise customers on their Assist with selecting and scoping Managed Security Service (MSS)
current cyber security posture, their security services, solutions and enables automatic detection and
exposure to online threatsbased on products appropriately, and provide _ remediation of threats with an
pre-defined requirements and then professional services to help the increased action-oriented insight and
provide a customised report customer get setup and operating scala.blllty,'w[th the gapabllltyto align
of risks identified, vulnerability by taking a outcome driven approach. with existing business models.

Ideal for organisations that don’t

ratings and the steps they cantake . .
have a full-time security team.

to improve organisational security
as well as ensuring industry
standards compliance.

The security capabilities have been designed to enable organisations of all sizes to focus on their core
business successes and enable highly trained and experienced consultants and engineers to manage their
security demands

Cyber Security Advisory, Solution Services, Managed Security Services
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Security Services Capabilities

Network Cloud Endpoint Email Data ':szl;\:zgﬁ: Intelligence
Security Security Security Security Security Security and Analytics
Benefits
Expertise o® ®.  Valuable Technical Security
@ Global team of qualified security experts across '. . Implementation of technical security controls
all industries with a strong reputation of best-in- e aligned to business requirements and policies to
class delivery and a leader in providing the ensure appropriate protection

security solutions

I —I I_l | Promote Security Culture Mitigate Business Risk

Make security more robust at all enterprise levels Achieve compliance with established security
across people, processes and technology frameworks to ensure risk is regularly reviewed
elements to manage the evolving risks and threats and appropriately managed/mitigated

Journey to Security Maturity

A

Proactive Predictive

Operational Services Innovative Services

O User Behavior 1hreat Intel & Data
: Analytics
Vulnerability Analytics

Endp?int Assessment &
Detection & O Penetration

Response Testing

O Email
Containment

Value to your Business

Use Case

Security And Threat Assessment

Problem: A leading global ports group was looking to implement SD-WAN infrastructure in their environment and required
a security assessment to reduce the possibility of any cyber security attacks, system breaches and disclosure of confidential
information.

Solution: Combination of internal and external Vulnerability Assessment and Penetration Testing (VAPT) was performed on
the agreed in-scope assets of group and additional penetration testing on an external web application infrastructure

with an option for re-test to ensure customer have resolved the identified findings. The results of the test are presented in a
customised report detailing risks, vulnerability ratings and recommendations.

Outcomes: Risk reduced through prioritised remediation of vulnerabilities discovered in the environment.

Book a call with one of our experts

;eclsrgzspglt?;z asiapurplesales@team.telstra.com Book a 15-minute call with our experts to
8 CrossStweat IE‘ IE L_.f_' understand how our services can help you

Singapore purple.telstra.com
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DDosS attacks are quickly becoming the most prevalent type of cyber threat, growing rapidly in the past years in both
number and volume according to recent market research. Enterprise and content providers are facing the trend of being
attacked by shorter duration, but bigger packet-per-second attack volume, from attackers motivated by extortion purposes,
activism, business feuds, efc.

@ Duration From twelve (12) months

@ Format Assessment and Deployment

Agenda The set up includes:

YBandwidth and DDoS attack risk assessment
»DDoS protection proposal
) Establishment of GRE tunnels in conjunction with Customer

)Establishment of BGP peering in conjunction with the Customer

) Trouble shooting relating to the above two options and (possibly)
third party carriers

) Advice on BGP router configurations

) Test failover of traffic flow

) Guidance for configuration of proactive firewall rules




O What you’ll | »Layer 4-7 Application-level DDoS Attack Protection

get ) Volumetric protection required for the clean bandwidth throughput
) Threat Intelligence IP Reputation Service
) Custom made DDoS attack response procedure
> Custom reporting from online console
% Benefits ) Fast deployment, subscription based, no hardware or software license included

)»Align with Telstra business natural and customer base for Internet
service customers

) Potential up selling to advanced security solutions such as:

- NGFW

Load-balancer

- WAF

VAPT




Elfb Why Telstra Purple?
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Largest Australian-owned team of technology
services professionals — 1500 experts across
four countries specialising in network, cloud,
security, collaboration, mobility, software, data
and analytics, and design.

Dooo
[=]=]=]

Built on a foundation of acquisitions we are
a powerhouse of demonstrable experience
and expertise.

We’re committed to collaboration. We bring the
best people across our organisationtogether
with yours to design, build and deliver outcome
based solutions.
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We’ve built strong partnerships with industry
leaders including Microsoft (Gold), Cisco (Gold)
AWS, Fortinet and more.

Telstra Purple orchestrates purpose-built solutions, with people at the
centre. Bring us your opportunity. We’re standing by to build and manage
the solution.

Book a call with one of our experts

Telstra Purple

Book a 15-minute call with our experts to
8 Cross Street

understand how our services can help you

asiapurplesales@team.telstra.com
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#22-00 Manulife Tower

Singapore purple.telstra.com
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