
  

    
   

    
  
   

   

 

   

Purple Asia Overview 
Technology that inspires. Purposefully delivered by experts. 

Your business needs are unique - so the solution you need to 
achieve outcomes is, too. Our experts orchestrate technology 
into a solution that’s purpose-built for your requirements. We 
believe leadership starts by putting people and purpose at the 
centre. Bring together your experts with ours and harness the 
power of technology across the spectrum. 

Our Approach 

Discover Define Deliver Drive 
Current State Design & Plan Agile Build Managed Services 
Assessment 

Your Transformation Journey 



 

      
    

    
    
 

   
       

    
      

    
    

   
      

 
    

 

    
    

    
   

   
  
   

 

      
 

     
  

 

  

           
 

Security Capabilities 

Providing customers with expert and regional resources to 
help them understand, manage and mitigate risk. This can 
range from security strategy, design and deployment, policy 
compliance to operational managed services, all tailored to 
your required outcomes. 

Our Security Capabilities 

Cyber Security Advisory 

Assess and advise customers on their 
current cyber security posture, their 
exposure to online threatsbased  on 
pre-defined requirements and  then 

provide a customised report 
of risks identified, vulnerability 

ratings and the steps they can take 
to improve organisational security 

as well as ensuring industry 
standards compliance. 

Solution Services 

Assist with selecting and scoping 
security services, solutions and 

products appropriately, and provide 
professional services to help the 

customer get setup and operating 
by taking a outcome driven approach. 

Managed Security Services 

Managed Security Service (MSS) 
enables automatic detection and 

remediation of threats with an 
increased action-oriented insight  and 
scalability, with the capabilityto align 

with existing business models. 
Ideal for organisations that don’t 
have a full-time security team. 

The security capabilities have been designed to enable organisations of all sizes to focus on their core 
business successesand enable highlytrainedand experienced consultantsand engineersto managetheir 
securitydemands 

Cyber Security Advisory, Solution Services, Managed Security Services 
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Capabilities 

Security Services Capabilities 

Network 
Security 

Cloud 
Security 

Endpoint 
Security 

Email 
Security 

Data 
Security 

Application 
and Mobile 

Security 

Intelligence 
and Analytics 

Benefits 

Expertise Valuable Technical Security 

Global team of qualified security experts  across Implementation of technical security controls 
all industries with a strong reputation of best-in- aligned to business requirements and policies to 
class delivery and a leader in providing the ensure appropriate protection 
security solutions 

Promote Security Culture Mitigate Business Risk 

Make security more robust at all enterprise levels Achieve compliance with established security 
across people, processes and technology frameworks to ensure risk is regularly reviewed 
elements to manage the evolving risks and threats and appropriately managed/mitigated 

Journey to Security Maturity 

Reactive 

Operational Services 

Proactive 

Advanced Services 

Predictive 

Innovative Services 

Network & 
Cloud 

Security 
SIEM Monitoring 

Endpoint 
Detection & 
Response 

Email 
Containment 

Vulnerability 
Assessment & 

Penetration 
Testing 

Analytics 
User Behavior Threat Intel & Data 

Analytics 
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Use Case 

Security And ThreatAssessment 
Problem: A leading global ports group was looking to implement SD-WAN infrastructure in their environment and required 
a security assessment to reduce the possibility of any cyber security attacks, system breaches and disclosure of confidential 
information. 

Solution: Combination of internal and external Vulnerability Assessment and Penetration Testing (VAPT) was performed on 
the agreed in-scope assets of group and additional penetration testing on an external web application infrastructure 
with an option for re-test to ensure customer have resolved the identified findings. The results of the test are presented in a 
customised report detailing risks, vulnerability ratings and recommendations. 

Outcomes: Risk reduced through prioritised remediation of vulnerabilities discovered in the environment. 

Book a call with one of our experts 

Telstra Purple Book a 15-minute call with our experts toasiapurplesales@team.telstra.com 
8 CrossStreet understand how our services can help you 
#22-00 ManulifeTower 

purple.telstra.com Singapore 

mailto:asiapurplesales@team.telstra.com
https://purple.telstra.com
mailto:asiapurplesales@team.telstra.com


  
   

Protect your  
business 
Offer – Firewall Policy 
Optimisation and Migration 
Services 



  

 

      

   

    

      

   

     

         
  

        

    

  
  

            
  

For enterprisecustomer aiming to properlymanage theirnetwork security policy across on-premisefirewalls and cloud 
security controls. It is a delicate balancing act to reduce risk byminimizing the attack surface, and at thesametimeto enable 
productivity by provisioning connectivity for your critical business applications. Our approach and tool are to assess, simplify 
and automate network security policy managementto makeyour enterprisemore agile, more secure andmore compliant all 
the time. 

Duration From four (4) weeks 

Format Deployment 

Agenda The set up includes: 

Validate Subnet, routing, firewall usage, Policy and port configuration 

Confirm the Network Connection and Diagrams 

Check for DOA, update firmware, Threat intelligence database and license Policy 

Migration Tool (Create, or Migrate and Optimize Firewall configurations) 

Configure VPN for remote access with 5 sample VPN agents Installed 

Test with staging switches for Firewall connection and port functionalities 

Perform migration for Primary or DR site, either one site. Plan for next sites 
migration once it is stabilized. (Estimated 3-5 working days) 

Perform User Acceptance Test for Primary and DR sites with fine tuning Update 

Network diagram, Configuration file and UAT document for customer 



     

    

      

  

  

  

   

      

  

     

    

What you’ll Traffic control for internal and external network 
get Existing policy review and optimize 

IDS and IPS protection 

Threat Intelligence protection (Anti-Bot, Anti-Virus, Anti-spam) 

URL filtering protection 

Application Control protection 

VPN and mobile device connectivity 

Reporting and Logging for Visibility 

Benefits Cover Layer 3-4 to Layer 7 Protection 

Traffic behavioral analysis and identify anomalous activity 

Remote access capability 

Integration capability with DLP, or other SIEM solutions 

Integration capability for advanced security solutions such as: 

− Email gateway 

− Web/Email Isolation 

− EDR 

− WAF 



     
   

   
   

     
    

    

   
    

     
    

  

   
     

 

   

  

   

        

Why Telstra Purple? 

Largest Australian-owned team of technology 
services professionals – 1500 experts across 
four countries specialising in network, cloud,  
security, collaboration, mobility, software, data 
and analytics, and design. 

Built on a foundation of acquisitions we are 
a powerhouse of demonstrable experience 
and expertise. 

We’re committed to collaboration. We bring the  
best people across our organisationtogether 
with yours to design, build and deliver outcome 
based solutions. 

We’ve built strong partnerships with industry 
leaders including Microsoft (Gold), Cisco (Gold), 
AWS, Fortinet and more. 

Telstra Purple orchestrates purpose-built solutions, with people at the  
centre. Bring us your opportunity. We’re standing by to build and manage  
the solution. 

Book a call with one of our experts 

Telstra Purple Book a 15-minute call with our experts toasiapurplesales@team.telstra.com 
8 CrossStreet understand how our services can help you 
#22-00 ManulifeTower 

purple.telstra.com Singapore 

mailto:asiapurplesales@team.telstra.com
https://purple.telstra.com

