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1
Introduction

General

The Colocation service provides you with Colocation Space within the Data Centre for you to install,
maintain and operate Customer Equipment, including Power, Remote Hands Service and Cross
Connects (Colocation Service).

This Guide sets out the technical, operational, security and access standards, policies, procedures
and other requirements that you and your Personnel must comply with when working in or visiting
the Data Centre.

We may change this Guide from time to time without notice. You are responsible for ensuring that
you and your Personnel understand and comply with the most current version of this Guide, which is
available from us on request.

Confidentiality

This Guide and any other document or information provided by us or the Data Centre Operations
Team in relation to the Data Centre, is confidential and must not be copied (in whole or in part) or
disclosed to any third party without our prior written approval, unless you are required to do so by
law.
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2

Data Centre and Colocation Space

2.1. Access

a.

f.

Subject to the terms and conditions of your agreement with us in relation to the Colocation
Service and this Facilities Guide, you will have access to the Data Centre and Colocation Space
24/7 for the purpose of installing, maintaining and operating the Customer Equipment.

Before we grant you access to the Data Centre, you must complete, sign and return the Data
Centre Access Form to the Telstra Service Desk, nominating at least 2 authorised
representativesthat will have access to the Colocation Space for the purpose of installing,
maintaining and operating the Customer Equipment (Authorised Personnel).

The Authorised Personnel listed in the Data Centre Access Form will have 24/7 access to the
Data Centre and Colocation Space, and are the only persons permitted to access the Data
Centre and Colocation Space on your behalf for the purpose of installing, maintaining and
operating the Customer Equipment. All other persons who access the Data Centre will be
considered Visitors.

You are responsible for ensuring that the details of the Authorised Personnel listed in the
Data Centre Access Form are correct and kept up to date. You may update the list by
completing, signing and returning a new Data Centre Access Form to the Telstra Service
Desk, at least 5 days before you require such changes to become effective.

Each Authorised Personnel will be issued with an Access Card which will give them temporary
access to the Data Centre and Colocation Space. Access Cards provided to Authorised
Personnel must not be loaned to any person and must be returned at the conclusion of each
visit to the Data Centre and Colocation Space.

a. All persons who access the Data Centre must log time of entry and exit. Your
Authorised Personnel must also log any equipment or material that they wish to take
into or out of the Data Centre with the Telstra Service Desk.

b. You are responsible for controlling the use of all Access Cards and any other key
we issue your Personnel to access the Data Centre. You must report any lost or
damaged Access Cards or keys immediately to the Telstra Service Desk. You and
your Authorised Personnel are only permitted to access the Colocation Space and
common areas within the Data Centre, such as the toilets, stairs/escalators and
common corridors. Access to any other areas of the Data Centre (including any
cabinet or technical area) is not permitted, without our prior approval.

You must not and must ensure that your Authorised Personnel (including any Visitors) do not,
touch or interfere with any equipment in the Data Centre (whether belonging to usorany
third party) except for the Customer Equipment located in the Colocation Space.
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2.2. Visitor Access

a. There are 2 types of access to the Data Centre for your Visitors: temporary access (e.g. for
deliveries and site inspections) and permanent access.

b. You may request access to the Data Centre for your Visitors by submitting a Data Centre
Access Form to the Telstra Service Desk, at least 3 Business Days prior to the day of visit,
setting out:

i) the names of those who require access (including their title and the name of the company
they work for);

ii) the type of access required; and
iii) the date and purpose of their visit.

c. Where immediate access to the Data Centre and Colocation Space is required due to an
emergency or incident which impacts your Colocation Service, we will use reasonable
efforts to grant access within 1 hour of your request to the Telstra Service Desk.

d. TheTelstra Service Desk will authenticate the details of your request and make the
necessary arrangements for access to the Data Centre. When entering the Data Centre,
Visitors must produce appropriate photo identification (e.g. passport, driving licence etc) to
obtain an Access Card. Visitors will not be granted access to the Data Centre if they cannot
produce appropriate photo identification.

e. Where the Colocation Space is fitted with a two-factor biometric card reader and a Visitor is
granted permanent access to that Colocation Space, they will be issued with a badge which
is permanently synchronized with their palm print. Temporary Visitors will be issued with a
badge on arrival which will be synchronized to their palm.

f. Where a Data Centre has a goods lift that is protected with a card reader, the Data Centre
Operations Team will issue a temporary access card for using the goods lift when goods are
required to be brought into the Data Centre.

g. Visitors may be escorted by us or the Data Centre Operations Team while in the Data
Centre. If a security guard is present, they may check all bags, boxes and materials that are
brought into or out of the Data Centre.

h. The Data Centre Operations Team will also be responsible for locking and unlocking the
Colocation Space. You are not permitted to withhold Access Cards and/or keys to the
Colocation Space from the Data Centre Operations Team.

i. Atimewindow will be specified during which access to the Data Centre is permitted. Once the
specified time period has expired, the Visitor will be removed from the system and refused
further access.

j. Access Cards and badges must be displayed at all times while a person is in the Data
Centre. Upon leaving the Data Centre, all Visitors must log time of exit and return their
Access Cards or badges to the Data Centre Operations Team. You must also inform the
Data Centre Operations Team to lock the Colocation Space.
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2.3. Rights To Refuse Access

a.

We will refuse access to the Data Centre to any person who is not listed as Authorised
Personnel, or otherwise pre-authorised by you and agreed by us in accordance with section
2.2.

We may refuse any person access to, or remove any person from, the Data Centre for any
reason, including:

i) if such a person has breached, or we reasonably suspect will breach, any terms and
conditions of this Facilities Guide; or

iy for security or safety reasons.
Before access is granted to the Data Centre, we may:

i)  require your Authorised Personnel (including any Visitors) to be appraised of and comply
with our fire evacuation, occupational health and safety and other site policies and
procedures;

iy inspectany containers, equipment or other material that your Authorised Personnel
(including any Visitors) wish to bring into the Data Centre; and

iii) refuse to allow your Authorised Personnel (including any Visitors) to take anything into the
Data Centre that we think is dangerous, unsuitable, or likely to interfere with other
equipment or another person's access to the Data Centre (e.g. explosives and weapons,
radioactive material, alcohol or illegal drugs, cameras and recording devices, food and
drink, and tobacco products).

We may temporarily refuse access to the Data Centre in the event of an emergency (e.g. fire)
or security incident.

2.4. Security and CCTV

a.

g.

You must comply with all policies and procedures (including any signs) in place at the Data
Centre and our reasonable directions in relation to security, as advised by us or the Data
Centre Operations Team from time to time.

Alltechnical areas within the Data Centre are controlled by CCTV and Access Card readers
which log entry and exit from the Colocation Space.

All doors to the Data Centre must be kept secure at all times. All external doors are alarmed
and cannot be opened without the express approval of the Data Centre Operations Team.
Whilst doors are open, they must be guarded at all times.

You must enter Data Centre rooms via mantrap if the mantraps are in use within the Data Centre.

We use CCTV at the Data Centre for the purpose of crime prevention and safety. The Data
Centre is equipped with monitoring and controlling CCTV systems which cover all critical
areas and monitor the interior and exterior of the Data Centre at all times.

The CCTV systems are linked to movement detectors and proximity readers. All CCTV
cameras are fitted to work in low light situations and all exterior cameras have night
lighting.

Activation of the CCTV system automatically triggers recording. CCTV recordings are
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generally stored for up to 90 days. However, we may store those images for longer if required
to record an incident. CCTV recordings may be used by us as evidence in any legal
proceedings.

h. We obtain an annual PCI DSS Report on Compliance for Requirements 9 and 12 for selected
sites. For customers in these sites who require PCI DSS, Attestation on Compliance is
available upon request.

only use the Colocation Space for the purpose of installing, maintaining and
operating the Customer Equipment;

comply with all applicable laws and our reasonable directions in relation to the Data
Centre;

maintain the Colocation Space in an orderly and clean manner, and in good repair and
condition (subject to fair wear and tear); and

2.5. General
a. You must:
i)
i)
iii)
iv)

dispose of rubbish in the designated rubbish receptacles orin appropriate locations
outside of the Data Centre.

b. You must not:

i)

i)
iii)

iv)

V)

vi)

vii)

viii)

alter, tamper with, damage, adjust, repair, interfere with, or breach the security of, the
Data Centre (including the electrical and other building systems of the Data Centre),
the Colocation Space or any equipment or property leased, licensed or owned by us or
athird party (including any cross connect and the power distribution system, which
only we will install, repair or alter);

tamper with, damage or interfere with any equipment that does not belong to you;

use the Data Centre or Colocation Service in a manner which is illegal or immoral, or
which

would cause any nuisance or inconvenience for any other person, or which could
adversely affect our reputation;

leave rubbish, cartons, packaging or other unnecessary items overnight in or around
the Colocation Space or the Data Centre;

encumber or obstruct the side pavements, driveways, yards, car parks, entrances,
hallways, stairs or any common areas in or around the Data Centre;

leave any loose items inside or outside of your Colocation Space (and if you do so, we
will, in addition to any other remedies we may have, temporarily store such itemsin a
safe place for 10 days after notification to you, and if you fail to retrieve such items
during that period, the items will, at our sole discretion, either become our property or
be discarded by us at your cost);

unless we expressly agree otherwise, use any common areas at the Data Centre (other
than a shared work area or staging area where we permit you to repair or to unpack
the Customer Equipment) for any purpose other than ingress and egress to and from
your Colocation Space;
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ix) use a shared work area or staging area that we permit you to use for any purpose other
than to repair or unpack the Customer Equipment;

X) manufacture, generate, treat, transport, dispose of, release, discharge, or store on,
under or about the Data Centre or any surrounding properties, any Hazardous
Materials;

xi)  take photographs or record any images (by any means) of any part of the Data Centre,
Colocation Space or equipment without our prior approval;

xii)  try to unlock, touch, open and damage any piece of hardware, floor tiles, cable ladder,
fire detection and suppression facilities, sensor system and cables that do not belong
to you;

xiii)  perform any remedial building work to the Data Centre without our prior written
approval;

xiv) leave lockable cabinets in your Colocation Space open after servicing;
xV) use any other power bars or power strips without our prior approval,
xvi) use any radio or other audio device within the Data Centre at any time;

xvii) leave any umbrella in the Data Centre, except in the designated umbrella storage
racks; and

xviii) use any equipment within your Colocation Space that may trigger a fire alarm or the fire
detection equipment of the Data Centre (e.g. soldering iron or welding equipment).

c. Any damage, or risk of damage, to the Data Centre or any equipment or property of any person
in the Data Centre, must be reported to the Data Centre Operations Team immediately.

d. We or the Data Centre Operations Team may access the Colocation Space at any time to
inspect or maintain the Colocation Space or assess whether you are complying with the terms
and conditions of this Facilities Guide.

e. We may, uponreasonable written notice to you, change the exact location of your Colocation
Space as we deem appropriate. Should you decide not to accept such change, you may
terminate the Colocation Service for the affected Colocation Space.

Registered Telstra® General 9



3
Service offering

The following service offerings are available at all Colocation Data Centres.

e Colocation Rack
e Colocation Cage/Private Suite
e Cross Connects

e Remote Eyes and Hands

Below is a table summarising the service offerings:

Private Cage Cross Connect Remote Eyes
and Hands
Offering Standard rack can Customisable size with In-house wiring for ~ Scope includes
support up to 10kW per  customisable power customertoconnect power cycling
rack with spot cooling density per rack, up to from: customer
equipment. For Digital 10kW per rack with spot equipment, visual

e FromrackAto

Realty, it may go up to cooling solutions. i verification of
70kW per rack. rack Bin the equipment and
Generally for 8 racks or same DC receiving customer
Feasibility study more. e Customersrack equipment
required inaDC to
Telstra’s PoP in
Dual power feeds per the same DC
rack.
Charges Onetime setup charge Onetime setupchargeand  One time setup Charges per incident
and monthly fees monthly fees applicable charge and monthly
applicable fees applicable
Typical 2 — 4 weeks Estimated 8 — 12 weeks 1 -2 weeks Case by case
Lead depending on nature
Time* of request
SLA Up to 99.999% Up to 99.999% N/A N/A

*subjected to confirmation from Data Centre Operations team
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Further details on the service offerings can be found below.

Colocation rack

There are a few key elements in Colocation Rack service:

e Rack Cabinet

e Power
e Cooling
Rack Cabinet

Rack cabinets come in different dimensions. The more common dimensions* are:

e 600mm width x 1100mm length x 47RU height
e 800mm width x 1200mm length x 47RU height

Rack J/60

Standard rack cabinets all have numbered 19-inch rack mounting rails, which are mostly designed

for cage nuts. However, some racks will contain threaded rails (HP, Oracle etc.).

It is recommended to place the heaviest items as low as possible in the racks as this will improve
the stability of the rack cabinet. Heavy items that do not have retractable rack mount rails should

be placed on rack shelves in the bottom half of the rack cabinet.

*Note: other dimensions available on request

3 Service offering General
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Power

When installing equipment into allocated cabinets, please be conscious of the hot and cold aisle
process. The diagram below displays the layout for optimal cooling of equipment and elimination
of hot air.

Critical Equipment - Dual or Redundant Supply

Fower Strips

A B

Cwal Busway Feed

Telstra Data Centres provide dual power supply feeds to each rack. Each power feed is provided
via a separate busway. This configuration is designed for dual supply equipment — what this
means is that if one of the power supplies fail, all equipment with a single supply fails while the
dual supply equipment continues running on the one remaining supply.

Customers are advised to balance the utilisation of power strips by splitting the total number of
power connections equally across the number of power strips provided in the rack. Where a
device has two power supplies, one supply should be connected to each power strip, never to the
same power strip. This will help customers to prevent overloading one of the power connections
within the rack.

Rack mounted automatic transfer switches (ATS) may be deployed where additional redundancy
is required, or mission-critical single power supply devices are not deployed in redundant pair
configuration. ATS’s should be avoided as far as possible as they present the potential to cause
cascading failures.

3 Service offering General 12



Cooling

Telstra Data Centres deploy hot and cold aisle cooling process to cool the equipment within the
data centre.

Service Corridor Computer Room Floor

L EHEEE HHEE
=— =1 [Z1-] |- -] [2]-

The air conditioning units channel the cold air under raised floor to the cold aisle via perforated
floorboards. The cold air flows from the perforated floorboards to the equipment in the rack to
cool the equipment. The hot air from the equipment is then channelled to hot aisle and flow back
into the air conditioning unit.

It is important for customers to understand how each piece of equipment is cooled and to install
them in an arrangement that does not adversely affect the cooling process.

Colocation Cage/ Private Suite

For customers who want to subscribe to the Colocation Rack service but require additional layers
of physical security and/ or customised rack layouts, a Colocation Cage is the ideal solution.

A Colocation Cage can be tailored to enhance physical security, including installation of a
physical slab-to- slab wire mesh around the Colocation Racks for physical separation, and a
dedicated 2-factor security access system.

If the customer takes up a sufficiently large colocation area, they can opt for Private Suite
solution where the downstream equipment (e.g., Power Distribution Units (PDUs), Computer
Room Air-Conditioning Unit (CRAUSs), Fire Suppression System etc.) in the suite is not shared
with any other customer. Private Suite customers have the assurance that the downstream
equipment supporting their colocation area will not be affected by any other customers.
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Cross Connects

Colocation’s Cross Connect is a service that allows a Colocation Rack/ Cage customer to
interconnect with the following by means of a physical connection:

e Telstra network equipment is located in a Colocation data centre or in the same building
where the Colocation data centre is located, for the purpose of connecting to a Telstra
global connectivity service, and/or;

¢ Another Colocation Rack / Cage located in a Colocation data centre.

Note: Explicit written approval by the customer who leased the destination rack is required
if the originating and destination racks do not belong to the same customer.

The following are the options available for the physical connection:

Physical Connection Interface

UTP RJ 45 (Ethernet, 10/ 100BaseT)
Fiber LC
SC

Remote Eyes and Hands

Colocation’s Remote Eyes and Hands is a service where Telstra provides basic support on-site for
the equipment installed in the Colocation Rack or Colocation Cage leased by customers.

An on-site personnel/ technician from the Colocation data centre will perform basic tasks in
relation to customers’ equipment requested by customers and supervised remotely by customers
by telephone or other method of communication.

With Colocation’s Remote Eyes and Hands service, it removes customers’ headache of staffing
personnel at the Colocation data centre, as well eliminating after-hours on-site needs of sending
an engineer onsite which in turn causes lots of delay and expenses.

Scope of work supported:

a. Power Cycling

i) Power cycling on servers, routers and switches
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i) Plug/unplug of hot swappable network and peripheral cards
b. Cabling and Connections
i) Plug/unplug and removal of inter-patch cable(s) specified by customer

ii) Extend ad-hoc patch cables from patch panel to equipment within Colocation space
as specified by customer

iii) Labeling and re-labeling of installed cable(s) as specified by customer
c. Inspection
i) Visual check on the customer’s equipment
ii) Take digital photos of installed customer’s equipment
d. Tape Change
i) Ad-hoc/routine tape change as specified by customer
e. Equipment Installation*
i) Equipment installation/ Rack-and-stack
f. Report Generation*
i) Power consumption, temperature and humidity report
i) Access logs and snapshots of CCTV footages
iii) Customised monthly report
g. Miscellaneous*
i) Cable patch within one customer’s continuous racks with testing
ii) Move equipment within customer space and cabinets
iii) Pre-wiring of patch panels and equipment
iv) Test carrier circuit with customer provided tester

v) Storage

*provided on a case-by-case basis depending on customer requirement

Each request for Remote Hands Request is charged in minimum blocks of 1 hour. For all Remote
Hands Service Requests, please contact the Telstra Service Desk.

3 Service offering General 15



4
Customer Equipment and Cabling

41. Delivery and Collection of Customer Equipment

a. You are responsible for delivery and collection of all Customer Equipment to and from the
Data Centre, at your cost.

b. If you wish to deliver or collect Customer Equipment to or from the Data Centre, you must
contact the Telstra Service Desk at least 3 Business Days before delivery/ collection, and
provide details of the shipment using the Data Centre Access Form, including:

i) expected time and date of delivery/ collection;
ii) number of boxes and description of equipment; and
iii) name of delivery company.

c. You must provide us with all shipping documentation in respect of the Customer Equipment
being delivered/collected to or from the Data Centre. The shipping documentation must
include the following information:

i) your company name C/o Telstra; and

ii) address of the Data Centre.

Note: The address of each Data Centre is set out in Annex A (Service Specifications).

d. Even though we may acknowledge receipt of the shipment, we are not responsible for
verifying that the delivered/ collected shipments match the shipping documentation, or the
condition of the Customer Equipment. We are not responsible for any loss or damage to the
Customer Equipment during shipping. You must make your own insurance arrangements for
the shipments.

e. You must ensure that all shipments are delivered/ collected to or from the areas designated
by us. We will not accept any kerb side deliveries. No shipments (of any size) will be accepted
in the Data Centre lobby.

f. You must ensure that no liquids, combustibles or any Hazardous Materials are delivered to
the Data Centre. If we reasonably suspect that shipments contain any of these items, we may
refuse to accept delivery.

g. All shipments to and from the Data Centre must be made during local business hours, unless
we agree otherwise. If we agree to accept any shipments outside of local business hours, we
will charge you an additional handling fee.

h. We may store the shipments in a temporary storage area in the Data Centre (if available). If
Customer Equipment is stored in a temporary storage area, you must remove and install it in
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your Colocation Space within 24 hours of delivery. If you fail to do so, we may dispose of the
Customer Equipment (which may include us returning it to you or sending it to an alternative
location) at your cost. We are not responsible for any loss or damage to your shipments that
are stored in the temporary storage area, as these areas are used by all customers and
tenants of the Data Centre.

You are responsible for unpacking your shipments and moving the unpacked shipments to
your Colocation Space. You must dispose of all packing materials within 24 hours after
unpacking. Cardboard and packing materials are not to be stored in your Colocation Space,
otherwise we may dispose of such materials ourselves and charge you for doing so.

If you do not comply with the requirements set out in this section 4.1, we may refuse any
delivery/collection of Customer Equipment to or from the Data Centre.

4.2. Customer Equipment and Cabling

a.

You must ensure that all Customer Equipment (including any connections, cabling and
associated material):

i) is approved by us in advance (and you must give us all information about the Customer
Equipment that we reasonably request);

ii) isinstalled, maintained and operated in compliance with all applicable laws, technical
standards and requirements (including electrical, heat and telecommunications
standards);

iii) complies with the Site Specifications and any other reasonable requirements we advise
you of from time to time;

iv) is securely fixed onto a cabinet or rack in a manner reasonably satisfactory to us, and is
not stacked or resting on any other equipment;

v) is appropriately labelled with your name (and we may require you to place, maintain and
update other labels on or near the Customer Equipment); and

vi) is presented, identified and logged with our staff or the Telstra Service Desk when
attending the Data Centre.

You must not connect any Customer Equipment to:

i) apower outlet;

ii) anetwork or telecommunications service connection point; or
iii) any other equipment,

at the Data Centre, without our prior approval.

You must ensure that all of the cables and wiring in the Colocation Space (other than the
cross-connects and power feed provided by us) are neatly wrapped and tied together.
Additional fees will apply if we need to tidy up the cabling.

We may disconnect and remove any Customer Equipment and Customer Cabling from the
Data Centre without notice, or require you to do so (at your cost), if:

i) you fail to comply with any of the requirements in this section 4.2; or
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4

ii) in our reasonable opinion, the Customer Equipment or Customer Cabling is causing, or is
likely to cause, a safety issue, or interfere or adversely impact the Data Centre or any
other equipment.

Customer Equipment and Cabling General
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Health and Safety

5.1. General

a. We are committed to ensuring that all Personnel (including any Visitors) at the Data Centre
work in a safe and healthy environment.

b. You are responsible for ensuring that your Personnel (including any Visitors) have read and
understood this Guide and comply with our reasonable directions and all applicable laws
relating to occupational health and safety.

c. You must ensure that your Personnel who are carrying out work at the Data Centre are
competent and suitably qualified to perform their work and are able to carry out their duties
in a professional, secure and safe manner.

d. Entering the Data Centre is entirely at your own risk. While we take all reasonable
precautions to ensure the safety of all persons entering the Data Centre, you acknowledge
that the Data Centre is an industrial facility, and as such you may be exposed to safety
hazards, including:

i) Excess Noise Level: Potentially causing damage to your hearing. Persons are advised to
minimize exposure to excess noise levels where possible; and

ii) Open floors: Floors can be open for maintenance or other purposes. Persons should take
care not to fall into or over these floor openings.

5.2. Food and Drink

No food or drink should be consumed in the Data Centre, except within the areas designated by
us for such purposes.

5.3. No Smoking Policy

The Data Centre is a smoke free environment. Smoking is only permitted within the designated
smoking areas (if any).

5.4. Alcohol And Other Drugs

No person is permitted to consume or be under the influence of alcohol or any illegal drug while
attending the Data Centre. Do not bring alcohol or illegal drugs into the Data Centre.

5 Health and Safety General 19



5.5. Inappropriate Behaviour and Language

a.

Personnel (and any Visitors) attending the Data Centre must behave in a courteous and
professional manner at all times, and not cause any nuisance.

Inappropriate language and harassing behaviour of any nature is unacceptable and will not
be condoned in the Data Centre. Inappropriate behaviour and/or language includes all
behaviour that reinforces inappropriate, demeaning or discriminatory attitudes or
assumptions about persons based onrace, sex, sexual orientation, gender status, marital
status or disability

5.6. Emergency Procedures

a.

You must nominate in writing using the form specified by us from time to time, a minimum
of 1 emergency contact, who will actas an emergency contact point for us in relation to
your Colocation Space (Emergency Contact). You must update the details of your
Emergency Contact at least 5 days before you require such changes to become effective.

Each Data Centre has an emergency evacuation procedure. All Personnel (and any
Visitors) must read and understand the emergency evacuation procedures prior to visiting
orcommencing any work in the Data Centre. There are nominated people at each Data
Centre specifically trained in emergency situations who will take charge during an
evacuation. During an evacuation you must follow their instructions.

In the event of an emergency:

i) leavethe Data Centreimmediately by the nearest and safest exit. You should read the
instructions at the relevant entry/exit points to establish the location of the nearest
escape route;

ii) assemble at the designated assembly point and follow the instructions of the Data
Centre Operations Team; and

iii) do not re-enter the Data Centre until the “all clear” has been given by the Data Centre
Operations Team.

In the event of a fire, the Data Centre Operations Team will contact the fire service. You
should only attempt to extinguish the fire if you have been trained in the use of firefighting
equipment and it is safe to do so. Fire extinguishers are only intended to be used on small
fires or as a lifesaving device to enable escape.

5.7. Incident Management

5

a.

Allincidents (including accidents, injuries, near misses, dangerous occurrences, hazards
and issues of non-compliance with health and safety procedures) must be reported to the
Data Centre Operations Team immediately. Incidents will be recorded in the accident
report book detailing the circumstances of the incident.

Inthe event of anincident, the areais to be made safe and priority given to providing
immediate treatment to the injured party.
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First Aid equipment is available for use at all Data Centres. Where required by law, each
Data Centre has personnel trained and certified in the provision of first aid. If further
immediate treatment is required, arrangements will be made to transport the injured
party offsite for medical treatment.

5.8. Permit to work

a.

Toensure that work at the Data Centre is performed with the appropriate level of safety,
you must not perform any "high risk" work at the Data Centre without obtaining a permit to
work from us. The following "high risk" work will require a permit to work:

i) Hot work (e.g. any work that generates flames, heat or sparks);

i) all dust generating work, including any work involving asbestos;

iii) confined spaces work;

iv) all electrical work;

v) working at heights;

vi) work involving high voltage equipment or plant equipment;

vii) lifting of raised access floors or floor tiles;

viii)work requiring the use of lifting equipment (e.g. use of cranes, forklifts etc.); and
ix) other "high risk" work we specify from time to time.

Permits to work will be issued by the Data Centre Operations Team upon the receipt of
access requests, method statements and risk assessments.

Safe manual handling should be undertaken at all times. Where required, specialist lifting
equipment should be used for lifting and moving equipment.

Where hot works are to be carried out, work cannot start until the fire detection systems
are isolated to prevent accidental discharges. The Data Centre Operations Team will
perform this work.

When Personnel are working in areas protected by fire suppression systems, the system
must be set to manual discharge only mode.

Your Personnel (including any Visitors) at the Data Centre must use their own Personnel
Protection Equipment (PPE) appropriate to the activities undertaken.

Where floor tiles are lifted, you are responsible for placing safety signage and barriers
around the floor void.

Breakers in Power Distribution Units (PDUs) are only switched on to cabinets that have
active equipment working in them. The PDUs are locked. Power can only be switched on
or restored by the Data Centre Operations Team.

. All connections to under floor power feeds must be carried out by the Data Centre

Operations Team. When they make this connection, they will check the continuity of the
earth cabling to the cabinets and test out the internal power outlet strips.
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5

n.

Cross connection of power between cabinets (inter-rack) is prohibited. All power supplies
should be taken from in-rack power outlets.

We and the Data Centre Operations Team are not able to supply any tools or equipment
for use by your Personnel. You must ensure that the correct and appropriate tools and
equipment are brought to the Data Centre as required.
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6
Other Matters

6.1. Insurance

a. You must, at your cost, effect and maintain adequate insurance policies with reputable
insurers in connection with your access to, and use of, the Data Centre, including:

i) all risks property damage insurance;

ii) workers' compensation/employer's liability insurance in accordance with applicable
law; and

iii) third party liability insurance, including coverage for public liability and occupier
liability, product liability and independent contractors’ coverage.

b. Atourrequest, you must provide us with copies of certificates of insurance evidencing your
compliance with this section 6.1.
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7
Support

71. Telstra Service Desk

All queries and requests in relation to the Colocation Service must be made to the Telstra Service
Desk, which operates 24/7. The Telstra Service Desk contacts as follows:

Escalation Portal Contact

Level

Raise Incident
& Requests

Service
Desk

Duty Staff

Login

Sign Up

Phone Email

+852 3192 7420 (Hong gsd@team.telstra.com

Kong)

support@pn.telstra.com
+65 6419 2001 (for TPN services)

(Singapore)

+63 28 554 5252
(Philippines)

0800 856 0000 (UK
Freephone)

International Free
Phone:

+800 8448 8888
(Option 4)

(Alternative Toll free
numbers available on
Page 14)

Toll-free numbers from the following countries:

Country Toll-free Number

Australia 1800 003 051
China (North) - Accessible only through CNC 10800 650 0245
landline telephone
China (South) - Accessible only through 10800 265 0245
CT landline telephone
France 0800919 870
Germany 0800 1812569
Hong Kong 800901500
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India 000800 650 1304

Indonesia 001803 65 7632
Ireland 1800 556 529
Italy 800785 325
Japan 0120 159 686
Korea 00798 6517194
Malaysia 1800 80 6029
Netherlands 08000 222 963
New Zealand 0800 44 6215
1800 16510408
Philippines (PLDT fixed lines only)
+63 28 554 5252
Singapore 1800 419 2007
Taiwan 00801651632
Thailand 001800 65 6430
UK 0800 856 0000
USA 1800 243 8056
IDD (Non Toll-free) +65 6419 2001

*The Global 800 service can be accessed from Australia, Brazil, Canada, China, Finland, Germany, Japan,
Malaysia, New Zealand, Philippines, Singapore, South Korea, Taiwan, Thailand, United Kingdom & USA. You
will also need to dial the International Access Code from your country — for example, from Australia: 0011
800 8448 8888.

Toll-free numbers from the following countries:

Escalation Escalation Timelines

vel Contact
Level

1 Technical Technical +852 3192 gsd@team.telstra. 1hr 2hrs 4hrs 5 days
Consultant Consultant 7420 and com
+6564192001
(Option 3)
2 Shift Lead Shift Lead +852 3192 International shift 2hrs 4hrs 12hrs 6 days
7420 lead@team.telstr
(Option 4) a.com
3 Senior Senior SME Via Service Intl Level 3 esclat 4hrs 8hrs 24 hrs 7days
Subject Desk ions@team.telstra.
Matter com
Expert
(SME)
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Senior Ramachandren Via Service Rajagopal.ramach 8hrs 12 N/A N/A

Manager (Chandren) Desk andren@team.tels hrs
Rajagopal tra.com
Yogesh Dhale Yogesh.dhale@tea

m.telstra.com
Andrew Femi

Mulero AndrewFemi.muler
o@team.telstra.co
m
Head of Anila Fredericks Via Service Anila.r.fredericks@ 12 hrs 24 N/A N/A
Customer Desk team.telstra.com hrs
Service
Operations

The Telstra Service Desk will:
i) logand provide a job reference number for each request; and

ii) manage the request to completion, and if necessary, liaise with the relevant Telstra
support team or third-party supplier.

When contacting the Telstra Service Desk, the following information must be provided:
i) Requestor's contact details, including name and contact numbers;

ii) Requestor's company name;

iii) Telstra Colocation Service ID/ Job Reference Number;

iv) Location of the Data Centre and rack ID; and

v) Details of the request.

If there is any inconsistency between the response from the Telstra Service Desk and this
Facilities Guide, this Facilities Guide will prevail to the extent of the inconsistency.

7.2. Telstra Representative

If you require any assistance or further information in relation to the information contained in this
Facilities Guide, please contact your Telstra Representative below:

7

Representative Name Email
Product Owner Michael Wong Michael.wong@team.telstra.com
Product Manager Gee Kwok gee-wai.kwok@team.telstra.com
Ilene D’Costa ilene.dcosta@team.telstra.com
Priyanka Priyanka privanka.privanka@team.telstra.com
Data Centre Engineering & Grant Haustorfer drant.haustorfer@team.telstra.com
Operations
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8
Glossary

In this Facilities Guide, unless otherwise stated:

Access Card means the electronic access card and any other access code issued by us to access
the Data Centre or areas within the Data Centre.

Authorised Personnel has the meaning given in section 2.1.

Business Day means a day other than a Saturday or Sunday on which the banks are open for
general banking business in the place where the relevant Data Centre is located.

CCTV means closed circuit television.
Colocation Service has the meaning given in section 1.1.

Colocation Space means the specific location within the Data Centre where Customer
Equipment will be located, including racks (or partial space in a rack), cabinets, cages and private
rooms depending on the Data Centre.

Customer Cabling means any cabling you install in connection with your Customer Equipment
which has been approved by us.

Customer Equipment means your equipment and hardware (including any embedded software)
which is approved by us and installed in the Colocation Space at the Data Centre.

Data Centre means the facility at which we provide Colocation Space.
Data Centre Access Form means the Data Centre Access Form issued by us from time to time.

Data Centre Operations Team means the operations team who is responsible for managing the
day-to-day operations of the relevant Data Centre.

Emergency Contact has the meaning given in section 5.6.

Facilities Guide means this Facilities Guide as amended by us from time to time, including any
documents set out or referred to in this Facilities Guide.

Hazardous Materials means:

a. asbestos or any substance containing asbestos;
b. polychlorinated biphenyls;

c. lead, radon or pesticides;
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d. petroleum or any other substances containing hydrocarbons;

e. anysubstance which, if and when located on the Data Centre, is prohibited by any
applicable environmental laws;

f. anysubstance, material or waste which:

i) byanyapplicable environmental laws requires special handling or notification of any
governmental authority in its collection, storage, treatment or disposal; or

i) isdefined or classified as hazardous, dangerous or toxic pursuant to any legal
requirement; and any other hazardous or toxic material.
Personnel mean your officers, employees, agents, contractors and sub-contractors.

Site Specifications means the specifications for the Data Centre as notified by us to you
from time to time, including those set outin Annexure A (Service Specifications).

Telstra Service Desk means the service desk operated by us, or on our behalf, in connection with

the Colocation Service.
Visitors mean your authorised visitors to the Data Centre.

We, us or our means Telstra International.

8 Glossary General
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9
Annex A: Service Specifications

9.1. Data Centre Locations

-
South Korea et
' Q-
D
- J—-
in Bl
° Hong Kong -=—
'97—— Taiwe '
Ahaland ""v 9 Philippines
Walaysia %
singapore - - 9,,,, Indonesia
9”" Brazil
'---- Mozambique
south africa 7"9 9____ b

Iﬂﬂﬂl— - * Digital Realty data centres are enabled for specific regions, such
L 3 DIGITAL REALTY gl NEXT as UK, USA, and Singapare only, with additional countries possible
EQUINIX through contract variations.

For more information on our locations, visit
https:/www.telstrainternational.com/en/products/cloud/locations.

9.2. Power & Floor Loading Specification

a. The Remote Hands Service provides you with 24/7 remote access to on-site technicians
at the Data Centre, who will perform the support tasks set out in the table below on
request.

b. Allrequests must be made to the Telstra Service Desk. We may refuse a request where:
i) therequest is made by a person who is not an Authorised Person;

ii) inour reasonable opinion, the task may cause death, personal injury or damage to
equipment or property; or

iii) therequestisoutside of the scope of work supported.
c. Scope of work supported:
i) Power Cycling
a. Power cycling on servers, routers and switches

b. Plug/unplug of hot swappable network and peripheral cards
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ii) Cabling and Connection
Plug/unplug and removal of inter-patch cable(s) specified by customer

Extend ad-hoc patch cables from patch panel to equipment within Colocation space as
specified by customer

Labeling and re-labeling of installed cable(s) as specified by customer
Inspection

Visual check on the customer's equipment

Take digital photos of installed customer's equipment

Tape Change

Ad-hoc/routine tape change as specified by customer

Equipment Installation*

. Equipment installation/Rack-and-stack

Report Generation*

Power consumption, temperature and humidity report

Access logs and snapshots of CCTV footages

Customized monthly report

Miscellaneous*

Cable patch within one customer's continuous racks with testing
Move equipment within customer space and cabinets

Pre-wiring of patch panels and equipment

Test carrier circuit with customer provided tester

Storage

*provided on a case-by-case basis depending on customer requirement

9.3. List of Power & Floor Loading Specification for selected DCs

Data Centre Name Country Standard Floor Landing Standard AC (Alternating
Current) Power per Rack

MECS1 Melbourne, Australia 1468 Kg/m? 240V, 2.0 to 6.0 KVA

M3 Melbourne Melbourne, Australia TBC TBC

S4 Sydney Sydney, Australia TBC TBC

Equinix SY3 Sydney, Australia 1200 Kg/m? 240V, 2.0KVA, 4.0 KVA
and 6.0 KVA single UPS

Pulse DC Toowoomba, Australia 1500 Kg/m? 2.0 to0 6.0 KVA

BJDS1 Beijing, China 1500 Kg/m? 220V, 2.0 to 4.0 KVA
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SHDS2

Shanghai IDX DC
SZDS2

TJCS1

HKDS1

HKCS1

HKCS2

Equinix TY3

TKD$S1
TKDS2
TKDS3
SEDS1
KLDS2
SGDS1
SGCS2
SGCS1
TPDS1

London Hosting Centre
— Docklands

Equinix LA1

Equinix CH4

CoreSite NY2

Equinix NY4

Equinix SV5

Shanghai, China
Shanghai, China
Shenzhen, China
Tianjin, China

Chai Wan, Hong Kong

Tseung Kwan O, Hong
Kong

Tseung Kwan O, Hong
Kong

Tokyo, Japan

Tokyo, Japan
Tokyo, Japan
Tokyo, Japan

Seoul, Japan

Kuala Lumpur, Malaysia

Tai Seng, Singapore
Paya Lebar, Singapore
Changi, Singapore

Taipei, Taiwan

London, United Kingdom

Los Angeles, USA

Chicago, USA

New Jersey, USA

New York, USA

San Jose, USA

1200 Kg/m?
1000 Kg/m?
1200 Kg/m?
1200 Kg/m?
500 — 750 Kg/m?
1200 Kg/m?

1200 Kg/m?

1000 Kg/m?

500 Kg/m?

500 Kg/m?

1500 Kg/m?

760 Kg/m? (7.6 kN/m2)
700 Kg/m? (7 kN/m?)
750 Kg/m? (7.5 kN/m?)
1200 Kg/m?

750 Kg/m?

1200 Kg/m?

500 Kg/m? (5 kN/m2)

480 Kg/m?

600 Kg/m?

1100 Kg/m?

830 Kg/m?

830 Kg/m?

220V, 2.0 to 4.0 KVA
2.0to 4.0KVA

220V, 2.0 to 4.0 KVA
220V, 2.0 to 6.0 KVA
220V, 2.0 to 6.0 KVA
220V, 2.0 to 6.0 KVA

220V, 2.0 to 6.0 KVA

2.0KVA, 4.0 KVA and 6.0

KVA single UPS
105V, 2.0 to 4.0 KVA
105V, 2.0 to 4.0 KVA
105V, 2.0 to 6.0 KVA
220V, 2.0 to 4.0 KVA
240V, 2.0 to 6.0 KVA
230V, 2.0 to 4.0 KVA
230V, 2.0 to 6.0 KVA
230V, 2.0 to 6.0 KVA
110V, 2.0 KVA

240V, 2.0 to 6.0 KVA
single phase UPS

2.0KVA, 4.0 KVA and 6.0

KVA single UPS

2.0KVA, 4.0 KVA and 6.0

KVA single UPS

208V, 4KW single-phase

UPS

2.0KVA, 4.0 KVA and 6.0

KVA single UPS

2.0KVA, 4.0 KVA and 6.0

KVA single UPS

For more information on the power and floor loading specifications for other data centres, please
contact your Telstra representative.
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9.4. Power Availability Service Level

Telstra’s Colocation service provides a Power Availability service level of 99.99% availability of
power to both power feeds for each Colocation Rack and Colocation Cage service.

The Power Availability service level in any calendar month is based on the following formula:

(Total hours in a calendar month - Power Unavailability - Exclusion Event time) x 100%
(Total hours in a calendar month - Exclusion Event time)

Where:

e “Total hours in a calendar month” means the total operating minutes of the data centre in

any calendar month.

e “Power Unavailability” means the total minutes in any calendar month when there is a
simultaneous interruption of both of the power feeds to a rack

e “Exclusion Event time” refers to the events set out below:
e interruptions or service changes agreed between Telstra and customers; or

e security breaches including, but not limited to, denial of service attacks, network floods,
hacking or other security lapses on your systems, equipment and network, and mail
“bombs” or spamming.

For more details on Service Level Agreement, please refer to the Colocation Service Schedule.

9 Annex A: Service Specifications General
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